I. INTRODUCTION
In the context of an increase in cloud computing facilities in recent years, continuous monitoring of the system plays a crucial role in enhancing the quality of cloud services [1] . Development of suitable cloud monitoring tool is determined by the challenges faced in cloud computing environment, for example data storage, and security of on demand services. A cloud monitoring tool can provide a visually appealing, intuitive interface to allow system administrators to view network data and results, and identify problems or bottlenecks [2] . Therefore, this article provides a review of the cloud computing tools, which are used for monitoring performance of cloud infrastructure at consumers and providers end. Fig. 1 shows schematic diagram of a cloud monitoring tool, which is useful to obtain infrastructure response time (IRT), resource utilization, visualization metrics, and transaction metrics. These details are useful to plan and manage resources, ensure security, effectively utilize CPU, and comply with standards. Cloud monitoring tools face major challenges due to the nature of cloud infrastructure such as architecture complexity, computational and network work load, volume of monitoring parameter, and changing computing environment. Several techniques have been proposed to overcome these challenges. For example, DeSVi architecture is proposed to overcome complex architecture [3] , while Yu [4] suggested dynamic monitoring technique based on Markov Chains method to reduce the work load.
II. CLOUND MONITORING TOOLS AND CHALLENGES

III. DISCUSSION
The performance of monitoring tools was assessed based on security, robustness, storage, scalability, capital cost, service monitoring, and resource status. This study found that only half of the tools provide security monitoring capability, while 67% of them are robust [1] . Secure storage was provided by onethird of the tools, while almost all the tools are scalable for small to large cloud sources. Only half of the monitoring tools are affordable by small businesses due to high capital cost of commercial services. Further, all cloud monitoring tools are capable of monitoring cloud resource services and even user based services, which are used for billing, rescheduling, and maintenance. Similarly, all most all the present cloud monitoring services are capable of resource monitoring.
